Our mission Our vision Our values
Electrifying Trusted Builder of Responsibility for the future | Close to the customer
life Sustainable Growth Open and reliable cooperation | Courage to renew

Together, we are securing Finland’s energy future with reliable electricity distribution and
excellent services. Our Code of Conduct and management system promote responsibility and
sustainable development in everything we do.

Scope of application
This data protection policy applies to all Elenia Group companies. This policy outlines the objectives of our data
protection efforts.

Commitments
Principles and commitments of our sustainability management are described in Elenia’s Sustainability policy.

Objectives, management and responsibilities

Elenia group companies (together "“Elenia”) regularly process a large amount of data, a significant part of which is
information relating to an identified or identifiable natural person, personal data. Elenia is committed to the protec-
tion of personal data and promotes appropriate data management practices. Through its activities and compliance
with this data protection policy, Elenia promotes lawfulness and transparency of the processing of personal data.

This policy contributes to Elenia’s compliance with the accountability principle set forth in the EU General Data
Protection Regulation (EU 2016/679, "GDPR"). The purpose of this data protection policy is to define the main prin-
ciples, procedures and responsibilities pertaining to the processing of personal data within Elenia group.

This policy is binding on all employees and management of Elenia. Promoting data protection is an ongoing
process, to which each member of the Elenia community is committed to in their own work and as a part of Elenia’s
business processes.

The principles and objectives set forth in the data protection policy are supplemented by Elenia’s data protection
code of practice and supplementary data protection and information security guidelines. The purpose of this data
protection policy, as well as the supplementary guidelines, is to ensure that Elenia group companies comply with
the requirements of the GDPR and national data protection legislation in their operations, and that the compliance
with the legislation can be demonstrated with appropriate and up-to-date documentation.

Principles relating to processing of personal data

In accordance with the GDPR, Elenia observes the following principles relating to processing of personal data:

- Lawfulness, fairness and transparency: Elenia processes personal data lawfully, fairly and in a transparent manner in rela-
tion to the data subject. Elenia shall always have a lawful purpose and legal basis for its processing operations. Data subjects are
be provided information relating to the processing of their personal data when personal data is collected and in Elenia’s privacy
notices.

- Purpose limitation: Elenia collects and processes personal data for specified, explicit and legitimate purposes. Personal data is
not processed further in a manner that is incompatible with those purposes.

- Data minimisation: Elenia only processes personal data that is adequate, relevant and limited to what is necessary for the
purposes for which the personal data is processed. Personal data that is not necessary for Elenia’s tasks, needs and obligations
shall not be processed. Elenia only processes personal data, if the purpose of the processing cannot reasonably be fulfilled by
other means.

- Accuracy: personal data is accurate and kept up to date. Personal data processed by Elenia shall not be inaccurate, incomplete
or outdated.

- Storage limitation: Elenia keeps personal data in a form which permits identification of a data subject for no longer than is
necessary for the purposes for which the personal data is processed. A storage period or the criteria for determining the storage
period is defined based on Elenia’s legal obligations and the necessity of the personal data. Unnecessary personal data is deleted.
Integrity and confidentiality: Elenia processes personal data in a manner that ensures appropriate security of personal data.
Risks relating to the processing are assessed prior to the processing, and appropriate technical and organisational measures are
implemented to protect personal data against unauthorised or unlawful processing and accidental loss, destruction or damage.

- Data subject rights: data subjects are informed of their rights pertaining to the processing of their personal data. Data subjects’
requests, such as access requests, as well as other requests under data protection legislation, are fulfilled without undue delay
and in line with the requirements of the data protection legislation. Elenia defines processes for exercising the data subjects’ rights

The principles relating to the processing of personal data are observed when new processing operations are plan-
ned, as well as when the scope, nature or purpose of existing processing operations changes. Data protection by
design and by default requires that the scope and applicability of the data protection principles is assessed on a
case-by-case basis right from the start. By default, the processing method which best protects personal data is
selected.

Data protection management

Data protection management is based on assignment of appropriate processes, roles and responsibilities, con-
tinuous monitoring of data processing operations, training of personnel and management, partner and supplier
management and reporting of personal data incidents and breaches.

Elenia takes data protection into account in its decision-making. An adequate and appropriate level of data pro-
tection measures is ensured as part of Elenia’s risk management process. The measures necessary for remedying
identified failures and reducing risks are documented. To ensure compliance of Elenia’s activities and to detect tar-
gets of improvement, the data protection measures are assessed through in-house controls and by using external
evaluations and audits.

Data subject rights

Data subjects are informed of the processing of their personal data, as well as the rights pertaining to the proces-

sing of their personal data. Data subjects’ requests, such as access requests, as well as other requests under data

protection legislation, are fulfilled without undue delay and in line with the requirements of the data protection
legislation. Elenia defines processes for exercising the data subjects’ rights.

Data subjects’ rights are not unconditional, and the exercise of each right is subject to exceptions and condi-
tions laid down in legislation and possible regulations and regulatory guidelines, which have not been exhaustively
described below
- Right of access to personal data: Data subjects have the right to receive confirmation as to whether or not Elenia is proces-

sing their personal data. If Elenia does process a data subject’s personal data, the data subject also has the right to be informed,

for example, of the purposes of the processing, as well as the categories, recipients, and envisaged storage periods of the proces-
sed personal data. Further, Elenia shall provide the data subject a copy of the personal data undergoing processing.

+ Right to rectification of personal data: Data subjects have the right to request Elenia to correct their inaccurate or incorrect
personal data. Taking into account the purposes of the processing, data subjects shall have the right to have incomplete personal
data completed, including by means of providing a supplementary statement.

Right to erasure of personal data (“right to be forgotten"): Data subjects have the right to request Elenia to delete their

personal data for example if the personal data is no longer needed for the purposes for which it was collected or if the processing

is unlawful.

+ Right to restriction of processing: Data subjects have the right to restrict the processing of their personal data for example
when the accuracy of the personal data is contested by the data subject, when the processing is unlawful, or when the controller
no longer needs the personal data for the purposes of the processing.

Right to data portability: Data subjects have the right to receive the personal data they have provided to Elenia in a structu-

red, commonly used and machine-readable format and have the personal data transmitted directly to another controller, where

technically feasible.

+ Right to object to the processing of personal data: Data subjects have the right to object, on grounds relating to their par-
ticular situation, at any time to processing of their personal data which is based on Elenia’s or a third party’s legitimate interests
or task carried out in the public interest, including profiling based on those provisions. In addition, data subjects have the right to
object at any time to the processing of their personal data for direct marketing, which includes profiling to the extent that it is
related to direct marketing.

Measurement data: In accordance with the government decree on electricity supply settlement and measurement, Elenia

customers have a right to receive, free of charge, access to measurement data pertaining to the customer’s consumption of ele-

ctricity which Elenia has collected from the customer’s metering point’s electricity measurement equipment.

The Data Protection Officer of Elenia provides further guidance on the exercise of data subjects’ rights.

Disclosure of personal data and outsourcing

When disclosing personal data to a third party, Elenia ensures that Elenia has the right to disclose the personal
data and that the recipient of the personal data has the right to process such personal data. Elenia ensures that
the data subject has been informed of the disclosure or that Elenia has obtained consent from the data subject for
the disclosure of personal data. Further, Elenia observes the non-discrimination and confidentiality obligations of
the Electricity Market Act when disclosing personal data.

When outsourcing the processing of personal data (for example, in connection with the procurement of a service
involving the processing of personal data), Elenia only uses service providers who have the capacity to implement
appropriate technical and organisational safeguards to meet the requirements of the data protection legislation.
A written data processing agreement is always drawn up between Elenia and the data processor, setting out the
conditions for the processing of personal data. In addition, the data processor is required to observe Elenia’s in-
formation security requirements and operational requirements to ensure the data subjects’ rights are protected.

Transfer of personal data outside the European Economic Area (EEA)

Transfer of personal data outside the European Economic Area requires caution. Personal data shall not be trans-
ferred outside the European Economic Area unless appropriate safeguards under the data protection legislation are
in place to ensure the protection of personal data.

Data protection incidents and personal data breaches
Each member of the Elenia community is obliged to report data protection incidents and personal data breaches in
line with Elenia’s personal data breach notification instructions in force.

Monitoring and follow-up
Ensuring data protection requires continuous monitoring and reporting of deviations.

Data protection training is mandatory for all Elenia employees and partners who use Elenia’s systems. Access
to Elenia’s systems is granted only after successful completion of the information security and data protection
training.

Key indicators of data protection include the number of data protection incidents and especially the number of
personal data breaches caused as a result of Elenia’s actions during the year. We report and investigate all inci-
dents. The Data Protection Officer coordinates the monitoring and reports the data protection incidents to Elenia’s
management.

We assess the data protection level of our partners through internal and external audits to ensure compliance
with laws and requirements, identify areas for improvement, and monitor the fulfillment of data protection obliga-
tions in our agreements.

We continuously improve our operations and search for new opportunities to develop our processes. We evaluate
our sustainability work annually against the Global Real Estate Sustainability Benchmark (GRESB).

Elenia is Finland's second-largest distribution system operator and the largest customer service provider in the energy sector in

Finland. We see to the maintenance and renewal of the electricity network, build electricity networks and connections together

with our partner companies, measure our customers’ electricity consumption and forward energy data to electricity suppliers. Our

service business provides customer service as well as diverse services related to the electricity market for the energy sector and
other infrastructure companies.
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